//V THE CLAIMS 



1 . (Currently amended) A network device assembly employed -i n a communica t i o n 
system comprising: 

a technical support center; 

a packet switching network coupled to the technical support center by a first interface 

line; 

network devices coupled to the packet switching network by a second interface line, the 
network devices capable of communicating network information to the technical support center 
through the packet switching network, each of the network devices includinfi at least one 
hardware subsystem, at least one software subsystem, and embedded software operable to collect 
and analyze status information from the at least one hardware subsystem and the at least one 
software subsystem to detect a problem with any one of the hardware and software subsystems 
or the second inter face line, the status information including error messages from any one of the 
hardware and software subsystems, each of the network devices capable of sending, in response 
to the detection of the problem, a first message to the technical center without interrupting the 
norm al operation of the network device, the first message including the status information. 

a plurality of network d e vices capa ble of communicating network information y4hreugh-a 
packet switching network, to a te chni cal support center said plurality of network devi ces-coupled 
t o said packet switching network through an interfac e line, each of the plurality of network 
d e vice s including on e o r more hardware subsystem s and one or m ore-s oftware subsystems and 
for monitoring the status of the hardware and s o ftwar e sub s ystems-inc - luded therein and when a 
problem occurs either with respect to one or more of the hardwar e and software subsystems of a 
particular one of -the p l urality of the network devices or with r e spect to -s aid interface line, the 
particular n e twork ' d ev ic e s e nds a first message to the technical support center n otify i ng the 
technical support center of the p robl e m with o ut interruption to the operation of th e n etwork 
devic e, said network device assembly in c luding a computer register for indicating the status of 
all of the ha r dwar e and soft war e sub s y s tems after a fault occurs and before devic e failure . 
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2. (Currently amended) A n e twork d evtee^ssefaMy-ft s ro ci t e44a-elaHH-4- The 
system of claim 1, wherein the interface line is packet switching network comprises the aa 
Internet fee and the first message is in the form of comprises an email message. 

3. (Currently amended) A network d e vic e ass e mbly as recited in claim 1 The 
system of claim 1, wherein the first message is in the form of comprises a fax transmission. 

4. (Currently amended) A network device ass e m b ly as recited in claim 1 The 
system of claim 1, wherein the first message is in the form of comprises a page. 

5-7. (Cancelled) 

8. (Currently amended) A network d e vic e assembly as recit e d in claim 1 The 
system of claim 1, w r herein the compute r register includ e s error messages for identifying a 
particular hardware or software subsystem failure identify a particular failure for the any one of 
the hardware and software subsystems . 

9. (Currently amended) A network device assembly as recited in claim 1 wherein 
each of the plurality of network devices includ es The system of claim 1 , wherein the embedded 
software comprises: 

a remote diagnostic embedded process subsystem, 

a hardware health status monitor subsystem and subsystem; 

a software health status monitor subsystem; and 

a software health status monitor subsystem , t he remote diagnostic embedded process 
subsystem for communicating with the hardware health status monitor subsystem and the 
software health status monitor subsystem and subsystem, for collecting status information 
provided by the software health status monitor subsystem and the hardware health status monitor 
sub system subsystem, and for detecting problems encountered by the hardware and software 
subsystems. 
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10. (Currently amended) A network device a ssemb ly as recited in claim 1 The 
system of claim 1 , wherein the pteaiky-ef network devices is are responsive to a second 
message generated by the technical support center for requesting further information regarding 
the problem. 

1 1 . (Currently amended) A netwo rie-de¥tee-assefab- ly-as reeitedin i4aim-i- The 
system of claim 1 , wherein at least one of the plurality of network devices is comprises an access 
server. 

12. (Currently amended) A network device for use m -eeffi munication with a 
technical support center the technical support center being in c ommunication with the network 
d evice through a pack et s witching network ; that can be coupled to a packet switching network by 
an interface line to communicate with a technical support center that is also coupled to the packet 
switching network, the network device comprising: 

an int e rfa c e line eeupiing said n et- w o rk d e vic e to th e packet switching network; 

one or more hardware subsystems; a hardware subsystem; 

one or more software subsystems; a software subsystem; and 

means for monitoring the status of the hardware and software subsystems and said 
interfac e l ine the interface line, the network device capable of transmitting a first message to the 
technical support center while maintaining normal operation, the first message transmitted in 
response to the monitoring means detecting a problem with one of the hardware subsystem and 
the software subsystem, the first message transmitted prior to failure of the one of the hardware 
subsystem and the software subsystem, the first message notifying the technical support center of 
the problem and indicating the status of the hardware subsystem and the software sub system, se 
that when a problem occurs with respect to one or more of the hardware or the software 
su bsystems o r t h e inter face lin e, th e net work device transmits a first message to the technical 
su pport center to notify t h e t e chnical s upport c e nt er of th e problem without interruption to the 
operation of the network device; and 

a computer register for indicating the status of all of the hardware and software 
subsyst e ms after a fault o ccur s a nd b e fore d e vi ce failure . 
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13, (Currently amended) A network device as recited in claim 12 wherein the 
technical support center is able to diagnos e the problem w itho ut int e rruption to the operation of 



operation without interruption while the technical support center diagnoses the problem with the 
one of the hardware subsystem and software subsystem. 

14-18. (Cancelled) 

19. (Currently amended) A-netwe rk device as recited in claim 12 including The 
network device of claim 12. the means for monitoring further comprising; 

a remote diagnostic - embedded process su bsyst e m, 

a hardware health status monitor subsystem and subsystem; 

a software health status monitor subsystem, subsystem; and 

the a remote diagnostic embedded process subsystem for communicating with the 
hardware health status monitor subsystem and a software health status monitor subsyste m an d 
subsystem, for collecting status information provided by the software health status monitor 
subsystem and the hardware health status monitor subsystem subsystem, and for detecting 
problems encountered by with the hardware and software subsystems. 

20. (Currently amended) A network device as recited in claim 19 wherein The 
network device of claim 19, the first message transmitted in response to the remote diagnostic 
embedded process subsystem d e t ects detecting an error message prior t o the transmission of the 
first message from the one of the hardware subsystem and the software subsystem . 

2 1 . (Currently amended) A network device as recited in claim 20 wherein The 
network device of claim 20, the first message transmitted in response to the remote diagnostic 
embedded process subsystem detects certain detecting criteria regarding the status of the network 





The network device of claim 12. wherein the network device is capable of 





22. (Currently amended) A network device as recited in claim 1 2 The network device 
of claim 12, the network device capable of sending additional information regarding the problem 
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to the technical support center in response to receiving a second message from the technical 



support center, the second message generated by the technical support center in response to the 



first message, w h e - re - in-the technical support - cent er generat e s a second message and sends the 
same- to th e network device for requesting further information regard i ng the probl e m. 



23. (Cancelled) 

24. (Currently amended) A method for detecting a problem in a network device 
comprising: 

during the operation of a network device that is capable of communicating with a 
technical support center through a packet switching network, the network device including a 
hardware subsystem and a software subsystem, the network device coupled to the packet 
switching network by an interface line, monitoring a status of the hardware and software 
subsystems and the interface line; 

during the operation of the networ k device, th e n etw o rk devic e communicating network 
information through a packet switching network to a techn ieai^btppe rt center the network devici 
being coupled to the packet switching network through an int e rfac e feieHhe-flet work d e vic e 
in cl uding o ne or m ere-h ardware subsystem s and one or more software subsystems; 





during the operation of the network device, detecting a problem associated with one of 
the hardware subsystem, the software subsystem, and the interface line; 



softwar e s u bsystems or th e i nterfa ce lin et 

during the operation of the network device and in response to detecting the problem, 
sending a first message from the network device to the technical support center, the first message 
notifying the technical support center of the problem, the first message further indicating the 
status of the hardware subsystem and the software subsystem, the first message sent without 
interrupting the operation of the network device; and 

during the operation of the network device, using the technical support center to diagnose 
the problem without interrupting the operation of the network device. 
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deteeting-the- 



of a problei 



sociated with 



)f the hardware 



sending a first message to the technical support c e nte r-fer-ee tification of the problem and 
to diagnos e th e ■ pr ekkia-w khout interruption to the operation of the network dcv ieef-aftd 

indicating the status of a ll o f the hardware and softwar e s ubsystems aft e r a fau lt occurs 
and before device failure. 

25. (Currently amended) A computer readable medium having stor e d th e r e in 
computer readabl e program co d e comprising instructions f o r performing the following steps -f 

Logic encoded in one or more tangible media for execution and when executed operable 



monitor a status of a hardware subsystem, a software subsystem, and an interface line 
during an operation of a network device, the hardware subsystem and software subsystem 
included in the network device, the network device coupled to a packet switching network 
through an the interface line, the network device capable of communicating with a during the 
operation of a network device that is capable of communicating with a technical support center 
through the packet switching network; 

during the operation of the network -device, th e network d e vice communicating netw o rk 
information through a packet switching network to a t e chnica l support c e nter, the network device 

ine-k-kling one o r more hardwar e subsystems and one or more software subsystems; 

mo nitoring th e statu s of th e hardware and s oftware subsystems and the interface line; 

during the operation of the network device, detecting a problem associated with one of 
the hardware subsystem and the software subsystem; 

software subsystems or th e interface I mef 

sending a first message to the technical support center for notification of the problem and 
to diagnose the problem without interruption to the operation of the network d e vice ; the first 
message indicating the status of all of the one of the hardware and software subsystems after a 
fault occurs and before device failure the problem is detected but before failure of the one of the 
hardware and software subsystems . 
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26. (Currently amended) A n e twork device assembly as recited in claim 9 wherein 
said p l urality of network devices includ e memory and the r emo te diagnostic embedded process 
subsystem is coupled to The system of claim 9, the embedded software further comprising a 
memory monitoring subsystem for monitoring the memory of a memory included in the network 
devices , the memory monitoring subsystem coupled to the remote diagnostic embedded process 
subsystem . 

27. (New) The system of claim 2, the technical support center comprising: 

a user interface capable of displaying information communicated from the network 
devices; 

an email server for collecting the email message; and 

a command-formatter capable of translating the email message into a format that is 
understandable to a user at the user interface. 

28. (New) The network device of claim 21, the criteria comprising: 

a memory capacity of the network device dropping below a first threshold level; 
a percentage of call failures to or from the network device exceeding a second threshold- 
level; 

a detection of a software reload by the network device; 
a detection of a reduced quality of an interface on the network device; 
a temperature of the network device exceeding a third threshold level; and 
a detection of a failed interface on the network device. 
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